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/opt/Synopsys/Defensics/monitor/agent/agent_linux_amd64
Defensics Agent Instrumentation server provides a RESTful HTTP API for communicating with instrumentation Agents.

See Defensics User Guide for more information on how to connect to the server from Defensics.

Exit codes for different situations:

0: Regular exit without errors

©]
1 erro

2: Gene error in server startup

3: Port in use

4: Certificates no able/readable
5: Invalid token p ed

Usage:
agent_linux_amd64 [command]

Available Commands:
completion Generate shell completions
generateCerts Generate certs for HTTP API
help Help about any command
listLicenses List licenses for third party components
server Run Agent server
version Prints Agent Framework version

Flags:
--config string Config file (default "/home/pOc/.synopsys/agent-instrumentation/agent-instrumentation.yaml")
-h, --help help for agent_linux_amd64
-f, —--logformat string Log format: text, json. (default "text")
vel string level: ERROR, WARN, INFO, DEBUG, TRACE. (default "INFO")
-w, —--workdir string Work directory for storing data generated during testing (logs etc) (default "/home/pOc/synopsys/agent-instrumentation")

Use "agent_linux_amd64 [command] --help" for more information about a command.
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Ffe. 518 LT -~insecure KIEETHIET. BETRVERAZFRTEERT,
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fDefensics status rAII Results I/ & SBI-Server [idle] r & SBI-Server(2) [idle] I

f 1) Basic g : Agent instrumentation :

- :| Enabl ts: [v
ﬂ 2) Interoperability : nable agents

@ 3) Advanced <J

:|@ Connect to manually started server

B Instrumentation Agent host: ’Iocalhost | vl
;‘; ixter:a[ Agent port: |12345 | v|

gen e ;
g SNMP trap Agent path: | | v|

ﬂ! SNMP query

g Syslog CA certificate: ‘ I

* 5) Test cases Authentication Token: | |
B> 6) Test run (O  Start local agent server automatically :
@7) RIS P Optional arguments‘ | |
Eﬁ 8) Remediation ‘ Fetch available agents |
LogTailerAgent |v| ’ &) Add Agent |
Agent instances .

KubernetesAgent (%]

Path to kubeconfig: ‘/home/pOc/.kube/config |V|

kubeconfig context name: ‘ |V|

Namespace: ‘default | V|

Label selector: ‘ |V|

‘ 0 Instrumentation | ‘ Test cases 0 |

4 : Defensics TOI—I 1 FESHDIER

HAZLT—D1 MR

Agent Instrumentation Framework (Zl&. 774 /U TCWOKDOHDI—ITV/ MAEEN TV, 77 —ICHBT 74V D TOk
JVEBDAVAMVAYT—2 3V BHELE S, A VAMNVAY T3> D7 74 24T B, £@T7 AL T—XD Ay
t—I0 Ffeld SUT BBIEL TV BT EARERE T 2EK ICMP A vt —I DA RFC EHLY — 7V ADRTEXNEELET,

HMEDIT—IT VM ETSIAVELTEETEET. FNEDTI—IT Vb ETL— LT —IICBINT AT ENTEEY, IT—ITV
PSRRI, BEF v RILELTUNIX VA Y (Linux, MacOS) £7zl& TCP V4 vk (Windows) DWIFNAZEEERELT. gRPC API
ENLTHRAZ L s TV bEBELE T, APHE. —BAVAMNUAYT—232 « ARVIERUHLET (1AM AYT—
DAVDAVAMNVAY T =3V BD API AV Y RERUHTEE) . TNIE Hashicorp D go 7574 > & ERLTEREINET T, 7
L—L7T—7(cld. Golang ZEA LT gRPC BENT CICEREITNTWEY 1—Y3aVhEENTVEY, I—Ix Vb A VE2—
TIARERETBREIIT. DAZLEEEE T L —LT—JICBINTEET,
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LogTailerAgent
LogTailerAgent (]
Log file path: | < value required > |v\
Watch expression: ’ < value required > |vl
Save scope logs: (|

Target overwrites log file: []

5 : LogTailerAgent DA 7>/ 3>

blackduck.com | 6



http://blackduck.com

LogTailerAgent (&, {EREDOY - 771 )L EBERLE T, Golang DIERFI/AFEHAL . 22— VMY RATLDIS—%HHTS
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FileMonitorAgent

FileMonitorAgent [x]
Watched directory: ‘ < value required > |v|
File name pattern: | < value required > |v|

Clear created files: []
6 : FileMonitorAgent DIERA 7> 3>

FileMonitorAgent (&, 74 L7 bJATD 7714 IVOIERZEZZELE T, Golang DIERFXRZFEAL T I7717IVAERETHTE
DNTEEY, AVAMNVAYT—2av BRI BIE. 2—7 Y b D71 VBT DRIEDERERRIC T 2HEBLAHYET, £
ERIE. TOREHME AB (CEIW B TENTWBHBEIL. [watched directory] BRETIBE L= T L7 NJRWIC ABB EWVSEFID T 7
AIWEERR T DE AVAMNVAYT—=2 3> RO NI A—ENET, BICTaL7MJRICACC EWDERIDT7AILEVERLT
B AVAMNVAY T3V ORBIS M) A—ENERA. FTvoRvIREEIRTBE. 771 IVHDHIBREN. S%BBRBI50
ICT—YVI YV hDIEET A LV MIIRTFENE T, COREDENIE. SBIS—DHRELEEIBFEDT7INCEOTTI 7L
EER CER GO B EBICT AN T CEDLIICTHTETT,

ProcessMonitorAgent

ProcessMonitorAgent (%]
Target process: ’ < value required > |v|
Manage process: ]

Always restart: =

Environmental variables: ‘ | v|
Startup delay: ‘1000 | V|
Memory limit: ‘ | v|
Enable file suite logic: ]

Test case server listening port: ‘12346 | v|
Command exit codes considered ok: ‘O | vl
Process run timeout: ‘10000 | v|

7 : ProcessMonitorAgent DR A 73>

ProcessMonitorAgent I&, 7OCADIREZEERLET, TOIT IV ME. 2—F v TOVAZRIETSH. T TICERTIN
TV TOVREERTDIENTEET, TOAVAMNVAY T3V FATIE. 2—7 v - TOEIANE T LIY, BRETH
e, Ve - 7O LIEEIC. KBEHEEINE T, T —EVZBEETHTOLXE. 2<{DiFE. Vovallzrn
TAEHIUBLAICBRTEEY, ZOROBEBEDAVAMNVAYT—2aY DBETIEEMEINE A, CDI—TJT VML 7
DESTEARVEDIED. 7747 MATZADIFED SUT 7O ZRmEEEEHSAE T,

BIFEO7OLADBEE. IBELENZ—T VY AT L ETRITENTVWA O ADAFERBEINE T, HOo—BEH T R—
PENTVETHA IRVROOARY R SAVL2BHEIBETIHNEIEHIELA, TOLAIE BEITEHIENTEFT, DEY.
VRAMVAVT =3 HBERBLIEIEE . [Always restart] 773V MERINTWBIBEDET A « =%, T—YzVh
ICE2TE—T Y b TOLAOBRAINET, THIC. BRIERINEATILEMEZBATCWVEWHDTACR AR TEHIENT
TET

TOI—IxMTl, Defensics 77 A IVERAA— DAV I 030 PAVAMNVAY T—2aVO8EET—0 70— 47
TIVNENCW DD BINET, T7I VTR ST =0 « 8 T0v I DRDIICT 7V T /RT 74 )V 4RSS Defensics
AA—bDBY, ZTNSEMBITT BHITIETRY FORTHMRETT, ProcessMonitorAgent 1. ERENT7 > 7WHRI> 7>
W& TCP Y —N\—hSBENCEELIEY, 77V I/RAVT YD T 7 - VAT LAICEEAENEEICERIR > NER
FLIEWTBTENTEET,
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SanitizerProcessMonitorAgent

SanitizerProcessMonitorAgent 0
Target process: ‘ < value required > |v|
Always restart: Ul

Environmental variables: ‘ | v‘
Startup delay: ‘1000 | vl
Memory limit: ‘ | vl
Enable file suite logic: ]

Test case server listening port: ‘12346 | v‘
Command exit codes considered ok: ‘0 | vl
Process run timeout: ‘10000 |v|
ASAN_OPTIONS: | |~
LSAN_OPTIONS: | v
ASAN_SYMBOLIZER PATH: | | v|
Stop process for instrumentation: ]

8 : SanitizerProcessMonitorAgent DA 7>3>

SanitizerProcessMonitorAgent |&. Google D ASAN VL — LT —7%FRLT. V7 I T7ICHBITBATIDT RLAIEEREID
BECAEY - U—UZBEDIFET, chick. LIFDLSGEEEERDITHTENTEET,

- Use After Free (4271270 « RAVZDREIESR)

=7 N\yT7 A= N=T0—

© RBRYY Ny TT e F—N\=T A~

- 7=\ Ny T7 e A=)\ =T0—

+ Use After Return

+ Use After Scope

- VIERLBRE N

s XEUU=D

TOI—Yz v hZELGERTAICIE. Linux & Mac COHFARIEEZBIMD IV /INAZ « 757 &ERALA—7 v VT oL
TaEAVIN VT DRENIBIET, 77V PAE LEWMED Y R—Ma& ProcessMonitorAgent CHIBRIEER T NTDA
TavITMAT, WERBEENTBARICHLT ASAN 7723 E LSAN A 723> ZRETCEE T, — MOV FIATIE 2—7 Y
b TOVREZRITKT 20BN HIET, TNlE [Stop process for instrumentation] #EEZN L TITOTENTEE T,
TOI—VIV Tl 2—F w77 r—2 3> OIERICHRE CEHME A VANV AT T—2 3V BNaEECT A T AN r—XD
ETPRICHA —/IN\=AYRDIIAONE T, ZHOT AL - F—ADRTHEIC, WHTAIRE T, MDA VANV AY T =230 %(E
BETIC. KUBEGRI—YI v MaT IO/ d5EE5580HLET,
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KubernetesAgent

KubernetesAgent (%}
Path to kubeconfig: v
kubeconfig context name: v
Namespace: v
Label selector: v

9 : KubernetesAgent DA 73>

KubernetesAgent I&. Defensics A Kubernetes 72 A2 B KUEBER R Y FICEHR CEALSICLE T, TOI—I M. AED
Kubernetes APl &3BE T 27z, SUT BRCEITENAREN DI EE Ao COI—VIUMI I—ITVMEREFLCVATL L
TRITIN. TTHBIIU—5RIFTLEY, #HA kubeconfig 771 /LA S EEIMICEFHAEN. TDED T /LR2) 7R T
FRME, BRI, SN ELIEENLTRITINET,

BELICRIZEREIL VY —AZBHEVHLERINE T, TORDERGIRIE. SN - o2 Bl ERL(RETCEET, #
BOINNWEAVREGDIANELTHEETEET I EELEDOIHFEIE. BRIZENTYR—IENTVEITRNTDOIY —
ADERENE T,

KubernetesAgent l&. A 7> LTHEEEHLTVARY FERHETEET, ThickY, TAb - F—XDEKBHA NI AH—ENET,
Kubernetes D7 704 A2 b Tl Z<DHBE. TRUEITEEINE Y, ZOTHEITNIE. ZOESGEANY MISHAHNEWNTLEL
S, Kubernetes DAY &, BIE®/\W7 L —X&EFTWVDT LT B2dHIT, Defensics AY - 771 IVTEHEENTLVE T,

RELTAMER

AVTHTAVAY ST RT LICBIFHRMDMEs5MH % R DIFZHBRD Agent Instrumentation Framework D#1RZEREE T Sz,
TT7IVIDRTPICEEEERI IV MR e 7L — LT & ERLE LTz, T ov - 2 v D Defensics 77 —HMER
Ihfecllcky, I—F—ld. FOrIVEBD RFC #Hl>—4 > X SNMP, syslog. #gE7ONIIL - Fowoisd, 77410
DA VAN VAY T2 B EICHR TEE T,

TAMHRIE OEM ®7 72— —7 vk « V1—23vEEDfe, SEEEB/NIE—DAVTHTA VAU « VAT LTl
2=y D1 DELT T2~ FENRIECETEIN VS IEENARL =T 127 - VAT LD BYE LT,

—MREVEA D TATA VAV « VAT LTIEEEEFEZ IO VBT R—bENTEY, HEEESEREZBINT 5C&ci>TH
EWNREANMBEINE T, BEEREARBHMTICOVTUIZDRTA MR—/N\=TIFANELAD FBLIcAVE2—T1 A
RETORDUSIEEAEDNEBIC TV LA TEET,

Bluetooth 773 >%

Defensics (Tl&. BE#Ed 3 Bluetooth 7/ \A ZDAIEARFE L TZD Bluetooth 7/ XA REXRT T L. TAN « A= %RET
BIcdDRFv>FTarREaENTOET, A++ D Bluetooth SHIST/\A RDMUBAEFE T BICIE. FDT/\A A EHA]
BECHABRENDY, 1FEAEDZEITREEFE TCEMICTDHNELNDHIET,

AFv LY, B TREEN2T NAADVAMNRENE Y, T/ A ATENGEITVEYR— PRI —EXEL0TH
T7AIVCEE T B ERIE. BT /N\A ADY —EARE 2 EALTHIG TEL Y, TDE. DRI Defensics ICEE
ICAYR—bEN, 7OV THERAINSY —7 V ADHEBERMET A MDBICT AL - F—ADERENET,

Bluetooth (Cld. ZL<DIBE. TEEEHTTVr—2a>yORAO—RDBEENTEY. AV TATA VAV « VAT LETELAN
IVONERRTEITEINE T, ZDfcd. ZTOTOACRET—EVIE Tovo - AvoDIT—I1 2 MNERTAEMIOBLTOE LT,
Bluetooth &, F7OvIDMEBRPEMIERNDT7 7t A%E, BENPIUCBEMEUDEEGRIEICHERINE T,
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Local device

HCI Device: hcil Configure...
Bluetooth Device Name: Defensics Set discoverable

Bluetooth Device Address: 00:1b:dc:06:84:74

Select device

Paired devices

[»

Discovered devices
- O [ 0f] I - s -29 v

]
Handsfree version 1.7 (Handsfree Gateway) RFCOMM Channel: 3
A/V Remote control version 1.6 (AV Remote Control Target) L2CAP PSM: 23
Advanced audio distribution version 1.3 (Advanced Audio Source) L2CAP PSM: 25
A/V Remote control version 1.6 L2CAP PSM: 23
NAP version 1.0 (Android Network Access Point) L2CAP PSM: 15
PANU version 1.0 (Android Network User) L2CAP PSM: 15
Phonebook access version 1.2 (OBEX Phonebook Access Server) RFCOMM Channel: 19
(SAP) RFCOMM Channel: 4
(SAP) RFCOMM Channel: 5
SIM access version 1.2 (SIM Access) RFCOMM Channel: 7
Message access profile version 1.2 (SMS/MMS) RFCOMM Channel: 6
OBEX object push version 1.2 (OBEX Object Push) RFCOMM Channel: 12
- o (o3 I - <5 -52 -
A/V Remote control version 1.5 | N > CAP PSM: 23
Advanced audio distribution version 1.2 (Advanced Audio) L2CAP PSM: 25
Advanced audio distribution version 1.2 (Advanced Audio Sink) L2CAP PSM: 25
A/V Remote control version 1.5 || S L 2C~P PSM: 23
(:1.469) RFCOMM Channel: 2
(:1.268) RFCOMM Channel: 3
(:1.544) RFCOMM Channel: 4 —
(:1.533) RFCOMM Channel: 5 id

‘ @ Help H @ Export settings ‘ E3 cancel |

10 : Defensics @ Bluetooth 7/\A X « AF+>DAA 705

TAMER

AVTFTAVAY S « VAT LT T BT AMCEWC BEGHRBEDSRDOOVELIZ, Ny T7 - A—/N\—T70—DEEZEE
DDTL—LAICEDT. FBAG Bluetooth A—xJV-EV1—IbHVZvaLE LIz, ThiE. ProcessMonitorAgent Z{EARALIzT
A —ZADRITHIC, bluetoothd 7—E> - TOCREEERTHTETREDIFBHTENTEE T, bluetoothd ZFRICHEILENT 2
TV - UAVFRUITBTINARICHY. TORFRGAVANVAY T—2a > hiahofeh. TOU Ty 1x BT 5T EIETE
BEHOETL&ED,

BRIINZDIE. A—/N\—T0— =R GEBEEE. A7 - H—X)VBIVa1—)IbEIZYVIEERREDEIEHETT, h
IZ&Y. root R TERITEINTWBZ—S vk « TOCARESICBAISNBRESELRHDHSTY, T—IT /MK, 75via
DESZ5N. T5GEZABEDHIC stderr HIIH Defensics RAN EDO—AH)V - T7A1)WicIE—ENE LT,

Results

[] Auto refresh Graph | [ Full logging | w Options ‘ & Help
-
Statistics Agents

[£] Main log
=] Notes

Filter by diagnosis
E M
index diagnosis agent-name agent-message reference-file |

fail| ProcessMonito...| Process ...| agent/50/localh...

X 11 : T—Ix 7 DK ETRT Defensics DA VANV AYFT—23Y
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TAYLADT 79207

802.11 MO tJL « 77Z1—"Tl&. Defensics FuzzBox WLAN DR F+ HEER(FERTEE T, NIk, HEH/INTA—4
M OBIRLEZ—T Y b - TIARICEDNT, WIGTHRE I/ —IVRICOE—ENET,

AVTATAVA VN TRT LTI 2L DiHE. BEED 46/56 iz R TESLDIT. BRDTA VLA -y b= B
FBHIEDTEE Y, 802.11 DRETHEMBUENR DD DL TNUTBHHGIENITEIET, T4 VLR ITTRRDINT
DT INARIET A TEBLDICGEY, Bluetooth KUEREEBED STV L AENSRIREMDHHH5TT,

TAMER

TAN - yvarvaic, WODBDOA—RIV s BV2—)VEISYvIAEEB/I\Y T 7 - A—/N\—TO—DEEEELETL—LH 1D
RBonUELz, EIRRNCEIC, TNUFIEESEE 7 L — L THATzdD. EamMIC IO NXELIEAREEANHIE T, BRINDD
& A—N\—70—- =X BZBERE. A7 - H—IV-EV21—IVEISVVITEBREEDEIFEDETY, TNk, 2—
Tyb VAT LANESICEBATNSAREENHEHHS5TT,

EEEZBEI1—IUEH—IV - T Y F Ry IIC Lo TT CICHIRE I N, BSHETIAE N >fzfz8. Defensics (T DA
BUEBRECTEGRDOIETCLED, A—FIVTCOAT -2 TDOMEEEB ML TWEEE FileMonitorAgent Z#ERLTCI7 - 2>
MERENTWATEZRAL. Fleldh—=IV - V5V a1DOFE%ZT 5T O A %8R T % ProcessMonitorAgent & L Ti&
HIBDTENTERTLED, VI, LogTailerAgent ZfEF L. lstackl. lcrash) EWofeF—T—RFPWDHDA—FIL - £
Ja—)4a% syslog DEITTITBTETTORIEER B DIFE e, %49 % syslogs HAER 12 [ITRLET,

[ +0.e00e32] ------------ [ecutrherea] - —reerarer

[ +2.280219] WARNING: CPU: 3 PID: 912 at drivers/net/wireless/[

[ +0.000062] Hodules Linked in: loop(0) NN
__________________________________________________________________________________|
1
|
sy

+0.000083] CPU: 3 PID: 912 Comm: [N T=inted: G v ow oo I

+0.808363] task: edfbab4® task.stack: ecf66000

+0.005863] EIP: iwl_mvm_tx_mpdu+@x1a7/0x3d7 [iwlmvm]

+0.000003] EFLAGS: 00810286 CPU: 3

+0.000002] EAX: 0002081f EBX: ee75cded4 ECX: 4670344 EDX: f466abdc

+0.000002] ESI: 00000802 EDI: 200001a@ EBP: ecf67bdc ESP: ecf67bad

+0.000003] DS: 007b ES: @087b FS: 90d8 GS: 0098 SS: 2068

+0.000002] CRO: 80050833 (R2: 363de@8@ CR3: 2bcd8ec@ CR4: 00100672

+0.000002] Call Trace:

+2.002741] iwl_mvm_tx_skb+@x5b/0x139 [iwlmvm]

+2.805871] iwl_mvm_mac_tx+@x9c/0x144 [iwlmvm]

+2.805068] 2 iwl_mvm_stop_ap_ibss+@x12e/8x12e [iwlmvm]

+0.885952] ieeeB80211_tx_frags+8x17b/0x192 [mac8e211]

12 :802.11 A—XJ)b - V21— )IbDI Sy 15D syslog A

MQTT D777

MQTT DB 7OV, BRIBRUOBEEVOHEICKY, EROTOMVELBELTO OO DR EAHYET, MQTT
& 72T RTHIAFHTNNARTAY =V ZNEHLURESTES. Bla70ON)LTY, HTTPAEDT O LELELT
INTYRDA =Ny RO ERNRTH ST, IEBICHENT, BEIREICELTCOET, MQTT & BEIEIYR—XVLT
HERAINET,

MQTT 7A—A—DYV—RITT7 7 A TERIzs. SanitizerProcessMonitorAgent ZERLT. XEUDT KL AIEEBEID BB
AR - U=IQGEWHDTANTBIENTEF LI, ZDfeHIT. BMDOIV/INA)L - 757 &%FERLTI—REBI Y/ ILLT.
RITPICT—V TV MHMERTRREBEZEICS SO THIEIENS Google D ASAN A VAN UAYF—2a>aBMICLE LT,

TAMER

SanitizerProcessMonitorAgent ZERL T, —#&87% MQTT 7 O—A—"C&%% Mosquitto TAEU-U—UHREDHUELIc, FD
%, COBMEIERE. BEShELfc, 774)VNT Defensics ICE > TEMINETRTDT AN « ¥ —ADRITHEIC, AR K
WAV T—2 3V BMLEWCIOBEZRH T AT EIETEE A RFC TEEZEINTUVAIELL MQTT Connect Avt—2D
BER 13 1TRLET,
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Mgttt .connect-disconnect .valid - B415508
Attack Modifier =0 CVSS/BS =9.3 (components)

© MQTT CONNECT

000000 Fixed-Header

000000 Type

000000 CONNECT S GER

Flags 4bit 0000

000001 Remaining-Length b

000002 Variable-Header

000002 Protocol-Name

000002 Length == 00, 05

000004 value MOTT 4d 51 54 54

000008 Protocol-Level -84

000009 Connect-Flags

000009 User-Name-Flag 1bit ©
Password-Flag s O
WillRetain abit 9
Will-Qos 2bit 00
WillFlag bit.o
Clean-Session i Al
Reserved ibit o

00000a Keep-Alive oot

00000c Payload

00000c Client-Identifier

00000C Length -.:.08. 8F

00000e Value

00000e MQTTServerSuite 4d 51 54 54 53 65 72 76 65 72 53 75 69 74 65

00001d Will-Topic 0

00001d Will-Message 9]

00001d User-Name 0

00001d Password 0

13 : Defensics TOIELLY MQTT Connect Xvt—3

TIT—=I1VhCOOHDDRET A « T=ADREINTE. RITHMIENE LT, INTDT AN - T —ATRKDEEHER
TNELfe, B4 ITRTEDIT SUT ANDIXERIC/ N w hDINA SOEIBREN Tz, 724 —T70—DEETT,

€ #29 9

Underflow of 12-10 =2 octets

mgtt .connect-disconnect .connect .element - 0x7EEDAB2883649F1C
Attack Modifier = +25 CVSS/BS = 9.3 (components)

Underflow CWE-124 CWE-118

© MQTT CONNECT with anomalyl

000000 Fixed-Header

000000 Type

000000 CONNECT SiLigenny
Flags 4bit 0000

000001 Remaining-Length - 02

000002 Variable-Header

000002 Protocol-Name

000002 Length g0 66

000004 Value 0

14 : Defensics TD MQTT DEEDH)

BT AN T —RT 7r2=70—0/\1 MIOBLEI&VEZGVEL, B15IERT LI BRLEI—YIVMASLT &
5H5 DDT AR - r—AHKMLE LT,

test-group | index | status | input-octets| output-oct..| diagnosis | time |instrument..

matt.conn... 25MQTT ... 4/ 10485764 pass| 2.060 1
maqtt.conn... 26 10485763 pass| 1.179 1
maqtt.conn... 27 2 pass| 0.861 1
maqtt.conn... 28 3 pass| 0.809 1

maqtt.conn... 34 9 pass| 0.851 1

mqtt.conn.., 35 10 pass| 0.170 1
15 : Defensics TERBDT—IDMIIFENTc 5 DDT A« 7—X
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MO ITE. INARTEDT A =T O—DENDIEL. 7 A—T7O—ICE>TEIMT S —7 LIc/\ 1 MIERENTUVET,
16 [T d &DIC. T—I x> ME Defensics [T —2D ML —XERHLE T,

21:34:37 TEST CASE #29

21:34:37 mgtt.connect-disconnect.connect.element: Underflow of 12 -10 =2 octets

21:34:37 tcp 45264 --> localhost:1883 4 MQTT CONNECT ANOMALY!

21:34:37 Receiving connack over tcp failed: expected (0beeie) but got ()

21:34:37 Instrumenting (1. round)...

21:34:37 /usr/bin/python2 /home/poc/synopsys/aif/client.py --config /home/p@c/synopsys/aif/configs/mqtt-asan.json instrumentation
21:34:37 Instrumentation verdict: FAIL

21:34:37 FAIL Agent: memory_mqtt Info: Agent memory mqtt says Memory leak found in /home/pec/mosquitto/src/mosquitto:

21:34:37
21:34:37
21:34:37 ==20==ERROR: LeakSanitizer: detected memory leaks

21:34:37 Direct leak of 1 byte(s) in 1 object(s) allocated from:

21:34:37 #0 0x7f6af581ed99 in __interceptor_malloc /build/gcc/src/gec/libsanitizer/asan/asan_malloc_linux.cc:86
21:34:37 #1 0x56218adcage3 in _mosquitto_malloc (/home/pec/mosquitto/src/mosquitto+0x3d9e3)
21:34:37 #2 0x56218ade@802 in _mosquitto_read_string (/home/p@c/mosquitto/src/mosquitto+0x53802)
21:34:37 #3 0x56218ade5d85 in mqtt3_handle_connect (/home/pec/mosquitto/src/mosquitto+0x58dss)
21:34:37 #4 0x56218ade2e77 in mqtt3_packet_handle (/home/pec/mosquitto/src/mosquitto+0x55e77)
21:34:37 #5 0x56218ade2b61 in _mosquitto_packet_read (/home/pec/mosquitto/src/mosquitto+ex55b61)
21:34:37 #6 0x56218adca6b7 in loop_handle_reads_writes (/home/pec/mosquitto/src/mosquitto+0x3deb7)
21:34:37 #7 0x56218adc891c in mosquitto_main_loop (/home/pec/mosquitto/src/mosquitto+0x3b9ic)
21:34:37 #8 0x56218adal85c in main (/home/pec/mosquitto/src/mosquitto+ex1485c)

21:34:37 #9 0x7f6af430606a in __ libc_start_main (/usr/lib/libc.so.6+0x2306a)

21:34:37

21:34:37 SUMMARY: AddressSanitizer: 1 byte(s) leaked in 1 allocation(s).

21:34:37

16 : T—IxY MISoTREENFFRDEMEN AT - U—7

7AIVRERDT 70T

AVTATAVA VN AT LDO—BIGHEEE. BERATA7 ATV aBETHHAECTT, BMGVAT LTHEINSD
BEBEZ7AIVERDHTIDH KEGZT 7\7°I//(7i’1 ATeBMEY AT LA CEBEYEGR I 7 VEBEINET, choDT
INAZLEDT7AIFER =T —Id RELIANITEDAETNcTIVATAA ML TSI T,

Defensics (Cl&. —MRVGRIET 71 ) VL DR SR Lﬁ’jb\77/ IR 3 EERTED. T71IVER 77—
b*b\<’37b‘37)‘)$7f0 T7AIWER T 7 =& T4 AVICEEAATEY, MORBEERLTINSEY T I 7 ATNOXELTHE
T2V BCEDTEET,

TAMER

EELHBEOBEMEEE T ANT BTl Defensics DNE T 71 LR #EEFRL T, 77/’7‘3@‘2%774’/&%%@477#
TAVAVN VAT LIGRHMELCERNICBEL, T—Vx Y baERLTHEZTTVWELE, CTTCI—YV hDEHFEhE %S
BALTETETERY —AERELELEH. REAR/RITRDIZHIT ProcessMonitorAgent E”‘?RL? L7z

fensics status I/AII Results I/ © MP3 [finished] I

| Basic

¥
Audio file to anomalize: user/default.mp3 Change...
Additional sample files: Change...

File export

Basic
D3v2 APIC payload
Additional settings

2) Interoperability

Output method: ‘Outbound TCP connection |V|

Directory to write files to: Browse..

Command to execute: ‘ |
Command exit codes considered ok: ‘ |
File read by the command:

Processing/output time limit (ms): ‘10000 l V|

3) Advanced 4

4) Instrumentation €

5) Test cases

6) Test run

7) Results 4

8) Remediation . . . o
The verdict to use, if the time limit fires: ‘ | |

Remote host: ‘Iocalhost | V|

TCP port number: ‘1337 |V|

UDP port number: ‘ | |

HTTP port number: ‘ | |

17 : Defensics @ MP3 771 JVERAA — F DRERL
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T7A IV AA — FORBRIEEERE Y, £mlEhic (070 IWR0) &771)IiE. [Outbound TCP connection] 473>/
TIVAR—PENET, DX BELEIP 7 RLRER—FDIAEDEIC TCP ICE O GEEEINE T, TTTDR—E SUT
LETERIFHD ProcessMonitorAgent TEREINTZAR—MEBLCTY,

& External -
Agent g ‘ Fetch available agents I
W SNMP trap g )
i |LogTailerAgent IV‘ ‘ Add Agent ‘
Py SNMP query (=29 9 o gen
Wy Syslog :| Agent instances
* 5) Test cases ProcessMonitorAgent (%]
b G Target process: j!!!inputfile!!! |VI
= il Manage process:
J 7) Results 4 :
— | Always restart: =
L‘tﬁ 8) Remediation ) ) =%
Environmental variables: | |v| :
Startup delay: |1000 |V|
Memory limit: | |v|
Enable file suite logic:
Test case server listening port: |1337 |V|
Command exit codes considered ok: |0 |v|
Process run timeout: |10000 |v| ||
=l
‘ & Instrumentation \ ‘ Test cases £3 \ :

18 : ProcessMonitorAgent D&RK

TAN T—=2ZBRTEINDE. T7AIVE SUT LTRITHROI IV MOREINE T, T—IT U DERTI7A IV A4~k
HEEEMNLTVBHSETY, e, 2—7 vk TOvRCT7IVIRE T 71 IV EBITEE Bl BRI Y RAEEELE
L7z, [Target process] #7>3a> T 2—47 v b - TOCRDEHELTEREINE T 71IVZDTL—RAR)LAELT Minputfile!ll ]
EERALELZ, TIUERTPICT VIV FDOBBICE > THUEEINE T, A VAMUVAYT—Yavii, IT—Ix 2 bDT T4V
BRRICE O CEEMICEITENE T,

[v] Auto refresh sraph | [ Full logging | w Options‘ @ Help
[ statistics ] Agents
2) Main log
/=] Notes

Filter by diagnosis
-]

S = I
index diagnosis agent-name |agent-message, reference-file ‘

7:48:35.217146]@0 x11 0f£LLELd
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